i-UNIS
User Guide(For Android)

Smart Access

A AN =5 A

AL~ UV

3S Concept
Smart, Slim, Simple

O
L]
Adroid Wi-Fi Apple




Table of Contents

Chapter 1 Product Introduction.................. QF! MZO| 7} ™Mo|x|o QUX| SL|LCt.
1.1 Product Overview ..............cevvvvunnns QF! MZO| 7} ™Mo|x|o QUX| SL|LCt.
12 Features......cooovviiiiiiiiiiiiiniiniinnnnnns QF! MZO| 7} ™Ho|x|o QUX| EL|Ct.
1.3 System and Organization................ QF! MZO| 7} ™Mo|x|o QUX| SL|Ct.
1.4 Minimum and Recommended Specification@ F! AMZtO|7} Ho|z|of QUX| &
=

Chapter 2 Product Installation.................... F! MZO| 7} ™Mo|x|o QUX| &L|Ct.
2.1 Installing i-UNIS Application ........... QF! MZtu| 7} ™Mo|x|o QX| &L|Ct.
2.2 Setting Terminal Mode.................... QF! MZtu| 7} ™Mo|x|o QX| &L|Ct.
2.3 Setting Wi-Fi (AP Mode/Network Mode) 2 F! XMZtu| 7l Holx|o] QUX| UL
L|c}.
2.4 Setting E-maiils ...l QF! MZtu| 7} ™Mo|x|o QX| &L|Ct.
2.4 Running i-UNIS ............cooeiiiiienenn. QE! MZu| 7t Holx|of UX| g&L|Ct.

Chapter 3INtro MenuU.........cooviiiiiiiiii e 16
3.1 Internal Network ..................coonees QF! MZtu| 7} ™Mo|x|o QX| &L|Ct.
3.2 External Network ................coceeunens QF! MZtu| 7} ™Mo|x|o QX| &L|Ct.
3.3Schedules............cooiiiiiiiiii QE! MZu| 7t Holx|of UX| g&L|Ct.
3.4 Wifi Setlings ......cviviiiiiiiiii 27
3.5 INfOrmMation .......ccoeiiiii e 28
3.6 PUSH . .o 29

Chapter 4 Administrator Menu................. QF! MZtu| 7} ™Mo|x|o QX| &&L|Ct.
4.1 Entering Administrator Menu ..o 31
4.2 User Management............cooeiiiiiiiiiiiii i 33
4.3 SettiNg ... .oiiiiiii 40
4.4 Transfer (EXporting USErs) .........cciuiiiiiiiiiiiiiii e eee e 42
4.5 LOg cuiiiiiii e 44
4.6 Schedules..........oiiiiiiiiii i 47
A7 PUSh. ... s 48
4.8 Real-Time Video VIieW SCreen ...........cooviiiiiiiiiiiiiiiiiiiniesnesneenaennns 51
4.9 Setting DDINS ... e 52
4.10 Automatic Logout ..........oviiiiiiiiiiii 54



............................... =1 MZu| 7t Holx|of QUAX| LESL|Ct.
00 o T 58
5.2Schedule ... 60
5.3 ENding ConNection .........c.oiuiiiiiiiiiiiiiii it 61

Chapter 6 Managing Terminal .................... =1 MZu| 7t Holx|of QUAX| LESL|Ct.
6.1 Downloading Firmwares ................. =1 MZu| 7t Holx|of QUAX| LESL|Ct.
6.1 Upgrading FIrmwares...........c.ovviiiiiiiiiiiiii e 65
6.3 Downloading i-UNIS Application..............cccoiviiiiiiiiiii 67
Appendix 1. Setting Port Forwarding........... =l MZu|7t ™Mo|x|of QUAX| LSL|Ct.
Appendix 2. Using Fixed IP on Terminal....... F! ®MZta| 7}

dolxlof AR &Lt
Appendix 3. Connecting to UNIS Server.............coovviiiiiiiiiiiiiaa

Appendix 4. FAQ

| — ——— ——
COMMUNIT
Union Community, Hyundai Topics Building, 44-3 Bangi dong, Songpa-gu, Seoul

3



Qe e © O @ O O

O "SGR R C)

O
)

O
O
©

€L @ (@l (@)
@ O D

O O O @ D@ @G @ 1O

o
O

o O O

O T

D

Q @ O

9 O B @

O

© O ©

©: ©

Chapter 1

Product Introduction



Product Introduction

1.1 Product Overview

i-UNIS is an application installed on smart phones to manage and communicate with
fingerprint-based access controller (AC-F100). It provides various functions to enable
management of access controller by i-UNIS application without installing a separate

program on the computer.

1.2 Features

Convenient Access Control Environment

By just connecting on the i-UNIS application installed on the user's smart phone, the
user can use various functions such as user management, schedule management, log
management, and real-time video view, which means easy environment setting for the

administrator.

Remote Terminal Management using DDNS service
The administrator can use DDNS(Dynamic Domain Name System) service to manage the
AC-F100 at a remote place. Using the external network service on i-UNIS, the user can,

in real-time, monitor and manage AC-F100 installed at a remote place.

Real-time Video View
With the internal camera on AC-F100, the user can view image logs of user who
accessed, and also monitor in real-time the video of the place where the access

controller is installed at.

Convenient and Easy UI
Minimum functions needed for access control are organized intuitively and conveniently,

letting anyone understand and use the device easily.

Multiple Access Controller Management Using Network Mode
By connecting multiple number of AC-F100's to the internal network, the user can use

the internal network mode and manage all controllers with just one smart phone.



Convenient Installation and Firmware Download
By using i-UNIS installed on user's smart phone, most updated application and firmware

can be downloaded and installed easily.
1.3 System Organization

AC-F100, by using the internal antenna, can either organize the system to independent
AP mode where the terminal itself acts as the AP(Access Point) or network mode where
multiple number of terminals are connected to specific AP already organized. To
connect one AC-F100 to i-UNIS, use AP mode, and to manage multiple number of

terminals on the same network with one smart phone, use network mode.

Independent

Network Mode

UNIS Server

1-UNIS




1.4 Minimum and Recommended Specification

Minimum and recommended specifications to use i-UNIS are as below.

Category Minimum

Recommended

Processor (CPU) Over Dual
1.2Mhz
ARM Cortex-A9

Core,

Over Quad Core, 1.6Ghz
ARM Coretex-9

Android Version 2.2 or higher

4.1 or higher

Memory (RAM) DDR2 1024MB

DDR2 2048MB
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Product Installation

To use AC-F100 terminal and i-UNIS application, follow the step below.

1. Install i-UNIS application on the smart phone

2. Set terminal mode (Refer to ACF100terminal_User guide)
3. Set smart phone Wi-Fi

4. Set e-mail

5. Run i-UNIS

2.1 Installing i-UNIS Application

Enter http://www.virditech.com/iunis on the phone's web browser and install i-UNIS

application.
www.virditech.ci €% NoSIM @ 1= 13:59 =
< apks
’ AndroidDaemon.apk
( .
iPhone App B ouv0iYuXvCgWa—-8kgu-z8gNI2fA...

I m iUnis.apk I

Android App



http://www.virditech.com/iunis

2.2 Setting Terminal Mode

According to the system environment you want to organize, set the terminal to AP

mode or network mode. To change terminal mode settings, refer to

terminal_User guide].

2.3 Setting Wi-Fi (AP Mode/ Network Mode)

<When AC-F100 is on AP mode >

@ Turn on the Wi-Fi on your smart phone.

Settings

@
i

.

Phone

Wind
Add city

AE———

Contacts Lock Screen

[ACF100

NoSIM 1= &3 13:59

Settings

Networks

4k Offline mode

)
D

I 2 WLAN

NIVIEEN >

& Personal hotspot
@& Mobile networks

Personalization

] Sounds
-0 Brightness
[P Wallpaper & Font

Basic settings

&8 A

No SIM >

10




® Among the found Wi-Fi networks, select the AC-F100 terminal you want to
communicate with, and enter the password to connect.

(Example. AP mode's AC-F100 terminal name: SmartiAP_334 )

NoSIM 1 7 14:03 =
< WLAN
WLAN
Connected to SmartiAP_90 m
Scan
Choose a network
+/ SmartiAP_90 = >
NITGEN 2 >
¢
S 2 > NPT
. Initial setting of AP mode is as below.
Belkin % >
Initial AP name: SmartiAp_product no. attached on
SQAO1 2 > .
0 the terminal
JAMESLOW = > Password: 1234567890[WEP128/Shared Mode]
o Bs |

<When AC-F100 is on Network Mode >

Set as below when AC-F100 is set on network mode.

® Connect on AP mode, run the application, and select [Internal network].

NoSIM = 2 14:07 T =

P

i=UNIS

o e

Internal Network External Network

;3
Wifi Setting
‘ 11
- 0)

Information




@ Select a terminal, enter admin login password and login to the terminal.

NoSIM = & 14:07 F
< Terminal 3
Terminal ID Terminal Serial P

Name mac
90
000000090 Smarti_90 192.168.0.1 I

The initial admin password on AC-F100 is '9999." The admin

password can be changed on terminal settings menu.

®On the terminal setting screen, press [edit] button and enter server AP, password,
and AP security. After completing settings, press [save] to end connection with
the terminal and transit AC-F100 to network mode.(For more information on
router settings, inquire the network administrator. For AC-F100's mode transition

'nnfhnnll refer to AC-F100 m:ann:l.)

No SMERIEE T NoSIM & @ 14114 =

Terminal ID 000000090 Terminal ID 000000090

E

Terminal Name| Smarti_90 Terminal Name Smarti 90

Server AP unisSvrAP Server AP CSTeam
AP security WPAPSK_AES AP security WPAPSK_AES

Password Password cesaseas

....... >

Server IP Server IP 0 0 b 0

Server port Server port 9870
Beep volume Beep volume Medium

Access Access .
password

password




@ On the smart phone's Wi-Fi settings, select the network where AC-F100 is

connected to. (Ex. Internal Network: unisSvrAP)

No SIM =

<

WLAN

Scan

14:15

WLAN

Connected to CSTeam

)
i

Choose a network

~ CSTeam

NITGEN

SmartiAP_90

Belkin

JAMESLOW

SQA

SQA01

®If there is a password, enter the password and press [connect].

& Smarti_90
Server AP CSTeam
AP security I WPAPSK_AES I
Password  essseses |
Server IP 0 0 0 0

Tt E

Setting Transfer

s o} g ==

Initial information on network mode is as below.
Initial AP name: unisSVrAP(Name of AP you want to
connect to)

Pwd: 1234567890 [WPAPSK_AES/Shared Mode]

13



2.4 Setting E-mails

i-UNIS provides function that transfers log or schedule information on scv or dat
file format on e-mails. To send logs and schedule information via e-mail, you

have to complete some account adding on your smart phone.

@ Selectand press [connect].h Select [Accounts] on smart phone - settings.

No SIM 13:59 T =
g Wind Settings
Add city
‘«W gdh i o)
July 1, 2014 I I

= AL AR >

) Personal hotspot >

R >

semngsA 3

' i ¢ > Sounds >
Weather Gameeenter

- Brightness >

Wallpaper & Font >

Messages Contacts Lock Screen

want to add the account to.

= = RG T e T g B 10:14 AM
4 @ Add account

G B Ta10:13 AM
Q =
Connections My device | Accounts

My accounts @ Samsung account

® chaton
® chatoN

Email

Dropbox

f Facebook

Email

& Google
¥ Facebook

© Samsung account
& Google

& Yahoo

B oar




2.4 Running i-UNIS

After installing i-UNIS, the icon will be automatically created on the main screen.

run the application, press the i-UNIS icon.

automatically after 2-3 seconds the initial screen pops up.

Phone

|

Internal Network External Network

Wifi Setting

®

Information

To

You will move to the intro menu

15
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Intro menu is menu you can use before logging in to the AC-F100 terminal, and the

menus are internal network, external network, schedules, information, wi-fi settings, and
push.

NoSIM = & 14:07 T

B
o

Internal Network External Network

2
k|
@ ®

Information

Internal Network: Used when AC-F100 terminal and iUnis application are on the same

network

External Network: Used when using iUnis application to connect to AC-F100 terminal
at remote place.

Schedule: Used to manage registered users' schedules.

Wifi Setting: Use when Wifi setting is needed.

Information: Used when viewing and downloading i-UNIS application's information

firmwares.

Push: Use to view push message history sent from AC-F100

17



3.1 Internal Network

If you select internal network on the intro menu, list of terminals registered on the

same network as the Wi-Fi network the smart phone is on, and you can enter to

terminal management menu by selecting a certain terminal among the list.

Because you can only use internal network menu when the terminal and the

application are on the sa

phone is on 3G/LTE.

e network, you cannot use the menu when your smart

NoSIM &= 2

=

Internal Network

3

14:07

'1’
-

External Network

Wifi Setting

-

®

Information

If organized into independent AP mode, only one terminal currently connected is

shown on the terminal list, and if organized into network mode, all terminals

connected to the same network show on the list.

Network status (3G, currently

, . .
conngeted-APs-SSIBHestconnectenisshowrbetow:
NoSIM = 14:34 =
NoSIM 2 @ 14:07 T Dk -
. &
é Terminal O Terminal A
. X . Terminal Serial
Terminal 1D Terminal Serial P Terminal ID P

000000030

Name

mac

Smarti_90

192.168.0.1

000000090

Smarti_90

90

Bdc18769b

192.168.1.50

"SmartiAP_90"

18



AP mode Network Mode

3.2 External Network

To use external network service, you have set terminal's DDNS using i-UNIS admim
menu. For details on DDNS setting, refer to [Chapter 4 Administrator Menu-Setting
DDNS].

On the intro menu, click [external network] to move to external network list screen.
Among the external network list, select the external network you want to connect to,

or enter the host name you want to connect to and press connect button.

NoSIM = 14:07

)
(]

NoSIM = [ 14:37 T m

e External Network

richie.unioncomm.co.kr Delete

= .

Internal Network External Network

2.

Wifi Setting

Information | I m

19



List of terminals set to use DDNS are shown on the list, and terminals set to disable
DDNS or set to AP mode are not shown on the list. Pull down and let go the list to

refresh and see newly added terminal list.

No SIM = 2 14:37 = NoSIM 1 @ 14:34 = m
& External Network & Terminal O
Terminal 1D Terminal Serial P
richie.unioncomm.co.kr erminal S E
90
000000090 Smarti_80 192.168.1.50
)00Bdc 187690
....... »

II E "NITGEN"

20



3.3 Schedules

You can use this menu to manage attendance and schedules using i-UNIS. You can

see schedule logs, transfer the log via e-mail, or perform other functions needed for

schedule management.

Schedule management screen is shown when you select schedule on intro menu.

NoSIM &= 14:07

o)

Internal Network

2.

External Network

Wifi Setting

Information

)
(]

No SIM 1= &

14:38 =

Date
Lateness

Name Attendance Leave
Early—out Overtime Work

21




Schedule View

To view the schedule status saved on the smart phone, select the date you want by

pressing [</>] buttons next to the date.

change the search unit on [Schedules-Settings] menu.

name

on the search field, you can view the sc

If you want to search monthly or weekly,

By entering certain user

edule of searched user cppam’rply

NoSIM I 2

15:05

Date Name Attendance
Lateness Early—out Overtime
03/30 R-Index 15:40
05:40 01:59 e
03/30 Keyman 16:01
06:01 i i

Setting

Leave
Work

16:01
00:21

Sending Schedules via E-mail

No SIM =

e

D -

<

Date
Lateness

03/30
05:07

15:09

T&A

2015.03.30 Mon

Name
Early—out

Keyman
01:59

Attendance
Overtime

15:07

>

Leave
Work

16:01
00:54

To send the searched schedule list via e-mail, press the [e-mail] button on the top-

right side. Then enter

Date
Lateness

03/30
05:40

03/30
06:01

15:05

Name
Early—out

R=Index
01:59

Keyman

-]

Sefting

hrereciprent'se=maitaddress—and
NoSIM = 2

Attendance Leave

Overtime Work
15:40 16:01
e Q0:21
16:01 SR

press 'send.’

22



v'[Date] : Indicates the date.
v'[Name] : Indicates the name.
v'[In] : Indicates the time of coming to work.
v'[Out] : Indicates the time of leaving the work.
v [Tardy] : Indicates the difference between the actual coming to work time and the
coming to work time set on [Schedules-Settings] menu.
Ex) If the set coming time is 09:00 and the actual coming time is 09:08, the field will
show 00:08.
v'[Early Leave] : Indicates the difference between the actual leaving time and set
leaving time on [Schedules-Settings] menu.
Ex) If the set leaving time is 18:00 and the actual leaving time is 17:45, the field will
show 00:15.
v [Extended] : Indicates the difference between the actual leaving time and set leaving
time on [Schedules-Settings] menu. Lunch or dinner time is excluded.
Ex) If the set leaving time is 18:00 and the actual leaving time is 18:05, the field will
show 00:05
v/ [Duty]: Indicates the difference between actual coming time and leaving time.
Lunch or dinner time is excluded.
Ex) If the actual coming time is 09:00 and the leaving time is 18:00, the field will

show time excluding lunch or dinner time set on [Schedules-Settings] menu.

23



Schedule Setting

You can view and changes settings for schedule management such as commuting

time, meal time, or search period.

Select schedule on the intro menu, and then select [settings] on the bottom center.

NoSIM = 2 15:09 S
< TaA
Standard time 04:00
e
time 09:00

Leave time 18:00

Lunch Time 12:00 13:00
Dinner Time 18:30 19:30

Period term o ETN . Weekly . Monthly

Email

Setting

To change set schedule management information, press [edit] on top right side and

then change the set values, and save by pressing [Complete] button.

NoSIM = 2 16:09 ﬁ?

|

NoSIM =l &2 16:09 =

Standard time 04:00 Standard time 04:00
e

e 09:00 Attegﬁ:nce 09:00

Leave time 18:00 Leave time 18:00

Lunch Time 12:00 13:00 Lunch Time 12:00 13:00

Dinner Time 18:30 19:30 Dinner Time 18:30 19:30

CENNRCUNE @ Daily @ weekly @ Monthiy Period term v Dally Weekly  Monthly

Email

Email

&

Setting
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v [Standard Time] : Set the time that starts a day.

Ex) If this time is set to 04:00, 04:00 to 04:00 the next day is considered as a day.
v [In] : Set time of tardiness.

Ex) If this time is set to 09:00, a user's first authentication after 09:00 is

considered as tardy.
v [Out] : Set time of early leave, extended duty.

Ex) If this time is set to 18:00, a user's last authentication before 18:00 is considered

as early leave.
User's last authentication after 18:00 is considered as extended shift.

v'[Lunch]: Set lunch time to be excluded from duty time.

Ex) If set to 12:00 - 13:00, the time is excluded from duty time.
v'[Dinner] : Set dinner time to be excluded from duty time.

Ex) If set to 18:30 - 19:30, the time is excluded from duty time.
v [Period] : Set period unit exposed on schedule list.
v E-mail: E-mail address to receive schedule/log file. If you press [e-mail] button on

schedule/log list screen, the set recipient is automatically entered.

26



Synchronization

Screen to view recent synchronization with AC-F100 terminal. Press
synchronization information tab from schedules menu to move to schedule
synchronization information screen and check recent synchronization information

by each terminal.

NoSM & @ 15:35 =
&« T&A
Teminalp  'erminal Mac Day
Name
S0 Smarti_90 1c18769b 2015/03/30

Synchrunrggion

[nfermation

27



3.4 Wifi Setting

Menu for Wifi setting. You will move to Android’s Wi-fi setting screen.
If the connection is unstable or no AP is shown, you can press Android menu key to™

call menu to connect to AP

If you select Wi-fi setting on the intro screen, the Wi-fi setting screen will pop up.

NoSM = & 14:03 =
< WLAN
WLAN
Connected to SmartiAP_90 D
Scan
Choose a network
‘! ~/ SmartiAP_90 @ >
@ Q NITGEN & D
Internal Network External Network
CSTeam @ >
....... > Belkin % 5
Wifi Setting =
SQAD1 T 2
B
@ JAMESLOW ™ >
Information SQA /’;.‘E S

NoSIM = 2 14:07 T m

AP Connection

NITGEN
CSTeam

SQA

N

Internal Network External Network

whs83

Belkin

W
,N ....... >

iptime_UNION

Wifi Setting

®

Information

JAMESLOW

SQA01




3.5 Information

Check the version of installed i-UNIS application, and download updated application
and firmware. Press [information] on intro menu to display i-UNIS version information
currently installed on the smart phone. To install most updated application and

firmware, press [download app] or [download firmware] on the bottom.

2)
u

NoSIM = 7 2 15:38

é Information

-
@ )

Application download

Date : 2015.03.09

Internal Network External Network

2 P 1. .

Wifi Setting

|

@ @

Information

Firmware download

29



3.6 Push

Menu to see received push service history.

authentication messages.

It contains the dates and terminal name

Select push from the intro screen to move to push screen.

14:07

)

No SIM =

= |-

Internal Network External Network

2 &

Wifi Setting

< ®

Information

..))

NoSIM = 7 @

Date

15:40

Terminal

Message

3

30
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Administrator Menu

Users registered on i-UNIS are divided into admin and normal users.

Normal users

have authority to just check logs and schedules, and administrators have authority to

manage users and control all functions on the terminal for access control.

4.1 Entering Administrator Menu

@ To enter administrator menu, press external network/internal network on intro menu,

then select a terminal on terminal list.

NoSIM = @

Internal Network

2.

14:.07

an

External Network

=

Wifi Setting

®

Information

No SIM = 14:34 T

& Terminal O
Terminal ID Terminal Serial P
Name mac

000000090 Smarti_80 192.168.1.50@

’ H

| |

|

// ) 1

"NITGEN"

Press [confirm] after entering terminal's admin password.
is set to [9999].

and only one administrator can be connected at the same time.

Initial admin password

Admin password can be changed on terminal-[settings] menu,

If you have

checked 'save password’ box and connect, password will be automatically entered

on future connections.

q 1. If the admin is either fingerprint or card
© authenticator, empty the pwd input field, press

[connect], and perform admin authentication on

the terminal.

2. For card & fingerprint-authenticating admin, card

authentication must come before fingerprint

authentication.

NoSM 12 Y & 15:40 T

P ve
Connection Cancel




® If you login as admin, all 9 admin menus can be used. However, if you login as a

normal user, only log, schedule, and end connection buttons are activated to use.

NoSIM = 2 14:08

3 @

No SIM %1 16:28

)
i

Transfer

Transfer

Log

2

Real time Real time Disconnect

Normal User

NoSM 2 7 @ 15:47 =T
& Smarti 90 O
D v Name ¥ Authentica Admin
finn Tune  Anthorite
000000004 Keyman F'“gn’“:m” User
000000003 Mifare user Card User
Card or
000000001 R-Index Fingerpri  User
nt

User, settings, transfer, log, schedule functions on

admin menus can be approached with icons on the
bottom.

a Lo

Setting

Trar

33



4.2 User Management

The administrator can perform functions needed for user management such as

registration, deletion, modification, or importation.

Register User

@ To register a new user, press [user] button on admin menu

NoSIM & 2 14:08

2)
i

Setting Transfer

v
T&A

2 E O

Real time DDNS Disconnect

® Enter user information to be registered after pressing [add] button on top

right.
NoSIM & % 15:47 T = NoSIM @ ©F @ 15:48 =
&« Smarti_90
D 200
D ~ Name ¥ Authentica Admin
tinn Tune  Aintharity
i . Name new crew
000000004 Keyman '“i?rp” User
Authenticatio ; ;
Fingerprint
000000003 Mifare user Card User n Tune oerp
Card or Admi
000000001 R-Index Fingerpri  User fmin User
nt Authoritv

— 4
1

ng Transfer




v UID

Lowest number among registered users is automatically entered as user ID(under

9-digits), but

this can be changed.

v Name

Name

must be under 15byte (7 characters on Hangul).

v Authentication Method

Select

among fingerprint, card, fingerprint or card, fingerprint & card for

authentication method.

Fingerprint: Register fingerprint and authentication with fingerprint when
accessing. Select a fingerprint and press register user-[save] button and
the terminal will automatically go into fingerprint input standby mode, and
same fingerprint must be entered twice.

Card: Register a card issued to be usable from the terminal and use the
card to authenticate when accessing. Select a card, press register user-
[save] button and the terminal will automatically go into card input
standby mode, and user registration is complete by touching the card to
the terminal.

Fingerprint or Card: Register both card and fingerprint, and authenticate
with desired method when accessing. When registering authentication
information, register card first and then register fingerprint.

Fingerprint & Card: Register both card and fingerprint, and authenticate
with both method when accessing. When registering authentication
information, register card first and then register fingerprint. Also, when

authenticating, authenticate with card first and then fingerprint.

v Authority

An administrator can use all 9 admin menus, and a normal user can only log,

schedule, end connection menu..

35



® Press [Complete] button on the top right, then input

information on the terminal to complete user registration.

Name

Authenticatio
n Tvne

Admin
Authority

NoSIM = 7 &

200

new crew

Fingerprint

User

fingerprint or card
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Modifying User Information

To modify information of registered user, select the user to modify on the user list, and

then press [edit] button on the top and change the field you wish to change.

NoSIM ™ & @ 15:49

¥ Authentica Admin

Fingerpri
nt

a ¥ 07

User Setting Transfer

D - Name
tion T
I 000000200 new_crew
000000004 Keyman
000000003 Mifare user
Car
000000001 R-Index

Fingerpri User
nt

NoSIM = 7 @ 15:49 T
&« Smarti_90
1D 00

Name new_crew

Authenticatio

n Type Fingerprint
Admin .
Authaority s
Card

Registratio
registration n

Fingerprint
registration

® Card registration: To additionally register a card, press [register card] button

on user edit mode and input card to add on AC-F100 terminal.

If card

registration is successful, number on the left increases.

® Fingerprint registration: To additionally register fingerprint, press [register

fingerprint] button on edit mode and input the fingerprint to add on AC-

F100 terminal.

completed.

By inputting the same fingerprint twice, registration is

® If you downloaded user information via Unis, users with user information

not supported by AC-F100 expose un-editable dialogue when you click

[edit], [register card], or [register fingerprint] buttons.
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Deleting Users

@ To delete a user, press [edit] button on the user list.

NoSM ™ 7 @

é

15:49

Smarti_90

\ Y
D - Name ¥ Authentica Admin
tinn Tuna  Antharity
000000200 new_crew Fm?ﬁrp” User
000000004 Keyman F‘”gn‘:rp" User
000000003 Mifare user Card User
Card or
000000001 R-Index Fingerpri User

nt

@ To delete all users, press [delete all] button on the bottom, and to delete some

users, select users to delete and press [delete] button.

NoSIM = 7 &

<

15:49

Smarti_90

Upload D

D a Name
000000200 new_crew
000000004 Keyman
000000003 Mifare user
000000001 R-Index

S - o

D

- Authentic

Fingerp
rint

Fingerp
rint

Card

Card or
Fingerp
rint

Admin

As bt min

User

User

User

User

Mo SIM = % @

000000200

000000004

000000003

000000001

a

£

User Setting

15:49

Smarti_90

new_crew

Keyman

Mifare user

R-Index

t

Transfer

Card  User

Card or
Fingerp User
rint




Searching Users

To search for a certain user, enter the user name to search on the search field on the

top.

To range users in ascending/descending orders, click on UID, name field.

NosIM = & @ 15:50 = m

< Smarti_90

Q, usel
I

A\
Yy B &

Name ¥ Authentica Admin
tian Tuna  Antharity

000000003 Mifare user Card User

t

Transfer

NoSM = € @ @ 1550 T @

Authentica  Admin
tinn Tuna  Autharity
Fingerpri

nt User

Card User

Fingerpri

00000020u
nt

User

Card or
000000001 R-Index Fingerpri  User
nt
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Importing Terminal Users

You can import information of users registered on AC-F100 terminal to smart phones

where i-UNIS application is installed on.

®  To import users registered on the terminal, press [edit] on user list.

000000004

000000003

000000200

000000001

NoSIM = %

_M

4~ Authentica Admin

tinn Tuna  Autharity

Fingerpri
9P ser
nt

Card User

Fingerpri

nt User

Card or
Fingerpri  User
nt

@ Select user to import, then press [upload] to import user information from the

terminal.

To select all users, press [UID] on the top.

NoSIM = 7 @2

v 000000200
v 000000004
v 000000003

v 000000001

- | 3

Setting

@ 1551

Smarti_90

_M

Delete

Name

new_crew

Keyman

Mifare user

R-Index

t

Transfer

Delete all

~ Authentic Admin

L

Fingerp User
rint

Fingerp User
rint

Card  User

Card or
Fingerp User
rint

B

NoSIM T €7 @ @ 1551 T @

Smarti_90

_M

Delete Delete all

Name - Authentic  Admin
o
Finger
9ED | ser
rint

v 000000200 new_crew

Fingerp Uisp

v 000000004 o

Keyman

~ 000000003 Mifare user Card  User

Card or
Fingerp User
rint

v 000000001 R-Index




4.3 Settings

Terminal administrator, through setting menu, can set IP information to use basic

information settings and network mode.

No SIM

Log

Real

’ 3

| time

14:08

o]

Setting

2

T&A

1]

DDNS

4)
(]

Transfer

Disconnect

To change terminal settings, press [edit] button on the top right to transit to edit mode.

hio SV RiEINEs i - NoSIM E €7 @ @ 1551 =
Terminal ID 000000090 Terminal 1D 000000090
Terminal Name Smarti_90 Terminal Name Smarti_90
Server AP unisSvrAP Server AP NITGEN
AP security WPAPSK_AES AP security WPAPSK_TKIP
Password Password 0 ssssssss
Server IP Server IP 192 168 1 12
Server port Server port 9870
Beep volume Beep volume Medium
Access Access .
password password
Sﬁg anTw Seiting | Transfer
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AR NN

Terminal ID: Enter ID to identify terminal.

Terminal Name: The name must be under 32bytes (under 16 characters in
Hangul). (For terminal name, we recommend you to use English. Other
languages or special characters can cause restrictions on push service).
Server AP: Enter the SSID set on AP(IP router) to connect to when using
network mode. (When changing AP, the terminal's network module resets,
causing limit on access for a minute).

Password : Enter password set on AP(IP router) to connect to when using
network mode.

AP Security: Set the security method se on AP(IP router) to connect to
when using network mode.

Server IP : Enter server IP when using with Unis connection.

Server Port : Set Unis server's port.

Buzzer volume : Set terminal's alarm volume.

Access Password: Set admin password to enter when logging into the
terminal with password. (Initial password: 9999)

Use LED: Set whether to use LED or not

Able LED is always on.

Disable LED is always flickering.

Use voice for schedules: Set whether to able or disable schedule voice.
Voice volume: Set volume when supporting voice.

Language: Set terminal voice language. Languages other than Korean and
English are supported only when using with UNIS connection, and
download method is; after running UNIS, refer to [UNISP Supportp
Program Supportp»2.2.2.6. Transferring User Files»3. Changing Voice
messages]

LFD Level: Set fake fingerprint prevention level.

Set fixed IP address usage: Set whether to use fixed IP or not.

For fixed IP last address must be between 50-59

ex) If the gateway is 192.168.0.1, only range of 192.168.0.50-59 can be
used

Firmware Version: Indicates terminal firmware version
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4.4 Transfer (Exporting Users)

By using transfer menu, you can transfer user information saved on i-UNIS to the
terminal.

To import users on terminal to i-UNIS application, refer to [Chapter 4 Managing users-
importing terminal users]. (Transfer can be influenced by smart phone performance, so

we recommend you to transfer large-sized data after dividing it).

@ If you press [send] button on terminal admin menu, list of users uploaded by i-
UNIS application on user management is shown. (If there are no users uploaded

to application from terminal, no user is shown on the list.)

1)
i

NosSM @ 7 @ @ 1552

&« Smarti_90

Gl ~

D - Name ¥ Authentica Admin
tinn Tuna  Autharity
Card or
000000001 R-Index Fingerpri User

nt

NoSIM = 2 14:08

2)
]

000000003 Mifare user Card User

Fingerpri

ot User

000000004 Keyman

Fingerpri

000000200 new_crew i

User

Transfer

t

Real time Disconnect

Transfer

@ Select user to transfer to terminal, press [download] button to proceed
downloading. If the download is complete, the screen transits to transfer view

mode. .

NoSIM B &7 @ @

Smarti_90

D ~

DO0000001

Fingerp User
rint

PO0000003  Mifare user Card  User

DO0000004 Keyman Fingerp User

rint

D0O0000200 new_crew o ”ﬁﬁrp User
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If you are using Unis-B application, you can also import users saved on the Unis-B

application.

®On transfer screen, press [Import from Unis-B] to pop up the warning message,

and then press [confirm] to move to Unis—-B application.

installed, warning message will be displayed.)

NoSM = {7 2 15:52

~ 000000001 R-Index

~ 000000003 Mifare user

+ 000000004 Keyman

+ 000000200 new_crew

t

Transfer

Authentic  Admin

P

Card or
Fingerp User
rint

Card  User

Fmgerp User
rint

Fmgerp Uk
rint

B

Log

)
.

NoSIM = 7 @ 15:52

HYE A2 FH2Q A0
7hs gLt
B2 UIDO| ALEAH HE= oY

ELCh

Ok

(If the application is not

@Select users to transfer to i-Unis application and press [send] button on the top to

start download. When the download is complete, you will automatically move to i-

Unis' transfer view mode.

Unis-B

Transmissiol

000000028 B
000000027 gazny
000000026 <
000000025 o gay
000000024 Y
000000023 Y
000000022 =]

000000021 EL]

Fingerprint User

Fingerprint User

Card or
Fingerprint

User

Fingarprint User

Fingerprint User

Fingerprint User

Card User

Fingerprint User

U]
é

G -

Transfer Unis-BOjlA 7HH27] Delete

L D - Name * Authenticat Admin
ionTvoe  Authority

v 000000200 new_crew Fmgetrpnn User

v 000000028 27 F'”get’p"“ User

v 000000027 sany  FNGEPTN g
Card or

Y 000000026 2 Fingerprin  User

t

v 000000025 ol Eiald Fingerrin.—yger

~ 000000024 zy FIngererin e

v 000000023 a3y Fingerprin ;o

Setting
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4.5 Log

You can search for terminal access log history. To view user authentication log, select

[log] menu on intro menu.

can only view their logs

Administrators can view all users' logs, and normal users

NoSIM = 2

Real time

14:.08

od

Setting

2)

Transfer

Disconnect

No SIM 16:16

Smarti_90

2015.03.30 _ 2015.03.30

Mon Mon
Happening
Date (o Name
03/30 15:07:18 Keyman
03/30 16:07:12 R-Index
03/30 15:07:07 Unknown
03/30 15:07:01 R-Index
03/30 16:01:10 Keyman
03/30 16:01:02 R-Index

Setting Transfer

Search

Result

Success

Success

Matching
failure

Success

Success

Success
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Log Search

To search for logs, select search period on the top and then press [search] button.

To search for logs of certain users, enter the user name on the search field.

B

No SIM

e

Date

03/30

03/30

03/30

03/30

03/30

03/30

2015.03.30
Mon

15:07:18

16:07:12

15:07:07

16:07:01

16:01:10

16:01:02

time

16:16

Smarti_90

2015.03.30 &

Maon

Name

Keyman

R-Index

Unknown

R-Index

Keyman

R-Index

)
W

m
A

Search

Result

Success

Success

Matching
failure

Success
Success

Success

Among the searched logs, if you press a certain log, you can see the user image saved

by the terminal camera at the time of authentication.

and the image is saved onto the smart phone.

16:16

Transfer

Setting

2015.03.30 2015.03.30 =) oy
Mon Mon T
Date Happemng Name Result
time
03/30 15:07:18 Keyman Success
e
03/30 15:07:12 R-Index ICCess
|
03/30 15:07:07 Unknown
03/30 15:07:01 R-Index Success
03/30 16:01:10 Keyman Success
03/30 16:01:02 R-Index Success

Press [save] on the top right side

No SIM 12

1)
i

16:16
Log

Keyman

Save




Exporting Logs

@ To export logs via e-mail, refer to [Chapter 1 Smart phone environment settings -

e-mail settings], add account, and press [e-mail] button.

No SIM 16:16 T @
&« Smarti_90
2015.03.30 _ 2015.03.30
Mon Mon
Happening
Date T Name Result
03/30 15:07:18 Keyman Success
03/30 15:07:12 R-Index Success
03130 15:07:07 Unknown Matching
failure
03/30 15:07:01 R-Index Success
03/30 16:01:10 Keyman Success
03/30 16:01:02 R-Index Success

Setting Transfer

Enter e-mail address of the user to receive the log, and then press [send] on top

right side to perform |og-expaort

No SIM =1 16:17 T m
Cancel Compose I Send I

I To:, richie@unioncomm.co.kr + I
Cc/Bcc:

Subject:[iUnis] Log File (20150330~ #

log_201503..150330.dat _
KB

log_20150..150330.csv
B578B

Log File

Send from my vivo

log_date.csv : Log data file for excel :
log_date.dat : Remote Manager's log file merging data file 47

E-mail is automatically entered when registered on schedules settings.



4.6 Schedules

You can perform synchronization function which imports simple schedule search and
access records to the application based on the user's terminal access record. In case of
the administrator, he/she can synchronize all users’ schedule record, and a normal user

can only synchronize his/her own schedule records.

Importing Schedule Records

@ On admin menu, select [Schedules] menu and mave ta the schedules screen.

NoSIM = 2 14:08 > =

#* 2

Transfer

2 O

Push

B O

Real time DDNS Disconnect

@ On the schedules screen, select search period, press [synchronize] to save schedule

records registered on the terminal onto the application. (Period settings can be

changed on Intro menu-s¢hedutes=settings:)

No SIM =1 16:19 T =

Smarti_90

2015.03.30 Mon

Date Name Attendance Leave
Lateness Early-out Overtime Work
03/30 R-Index 156:07 16:18
05:07 01:42 i 01:11
03/30 Keyman 15:07 16:18
05:07 01:42 e 01:11
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®

By using [e-mail] button on the top right, you can also transfer schedule records
via e-mail. To send e-mails, smart phones must have registered e-mail accounts.

For more information, refer to [Chapter 1 Smart phone environment settings-mail

settings]. NoSIM = 16:19 =

Smarti_90

2015.03.30 Mon

Date

Name

Attendance

Leave

Lateness Early-out Overtime Work
03/30 R-Index 16:07 16:18
05:07 01:42 =i 01:11

03/30
05:07

Keyman
01:42

Lo T

Setting

Transfer

5

Log

16:18
01:11

N

v'[Date] : Indicates the date.
v'[Name] : Indicates the name.
v'[In] : Indicates the time of coming to work.
v'[Out] : Indicates the time of leaving the work.
v [Tardy] : Indicates the difference between the actual coming to work time and the
coming to work time set on [Intro menu- Schedules-Settings] menu.
Ex) If the set coming time is 09:00 and the actual coming time is 09:08, the field will
show 00:08.
v'[Early Leave] : Indicates the difference between the actual leaving time and set
leaving time on [Intro menu- Schedules-Settings] menu.
Ex) If the set leaving time is 18:00 and the actual leaving time is 17:45, the field will
show 00:15.
v [Extended] : Indicates the difference between the actual leaving time and set leaving
time on [Intro menu- Schedules-Settings] menu. Lunch or dinner time is excluded.
Ex) If the set leaving time is 18:00 and the actual leaving time is 18:05, the field will
show 00:05
v/ [Duty]: Indicates the difference between actual coming time and leaving time.
Lunch or dinner time is excluded.
Ex) If the actual coming time is 09:00 and the leaving time is 18:00, the field will
show time excluding lunch or dinner time set on [Intro menu- Schedules-

Settings] menu.
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4.7 Push

Function to notify users of terminal status or user information via messages. Push
message function can only set one receiver per one smart phone, and maximum 3
smart phones can receive push messages.

(Some models might not support this function.)

@ To use push function, press [push] button on terminal management menu.

NoSIM = 4 14:08 > =

Setting Trancfar

B O

Real time DDNS Disconnect

@ Press [edit] on top right, and able push message receive by moving the tab to

right.
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® Press [add] button on push message recipient field, enter recipient's name

to add users

ZA| HAIX] 441 AL O (_/\

Push message recipient
I Add I

Push receiving setting

Terminal cover open/close

3 consecutive authentication

Authentication Success

Lock communication error

Call button input

@ Select the value to receive from push receive settings, and press [save] on the top

right.

~
ZEA| DAIR] 41 ALS Of5 ( J
J

Push message recipient

normal person

Push receiving setting

Terminal cover open/close
3 consecutive authentication
Authentication Success
Lock communication error

Call button input
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4.8 Real-Time Video View Screen

Screen to confirm real-time video in front of the terminal and open door lock.

If you press [real-time video] on the terminal menu screen, you can move to real-time
video view screen.

Real-time video is refreshed every 1-3 seconds, and to open the door lock, press [open]

button on the bottom.

NoSIM = & 14:08 =

Success

2

Setting Transfer

FaN s

Push

Door open

)

Real time DDNS Disconnect
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4.9 Setting DDNS

To manage the terminal from a remote place, set DDNS information as below on admin

menu, and you also have to set AP(IP router) port forwarding. [Refer to Appendix 1 Port

Forwarding for port forwarding settings].

This cannot be set on independent AP mode, and network must be connected

@ To set DDNS, press [DDNS] button on admin menu.

NoSIM = & 14:08

2)
(]

Transfer

T&A}/v' PUSP
B0

Real time DDNS Disconnect

@ Press [edit] button on top right, and able DDNS by pushing the [setting]

button to right..

No SIM =1

16:26 T 3

No SIM =1

16:26 = 3

DDNS Use On/Off DDNS Use On/Off [ @
Hostname :
richie .unioncomm.co.kr
Contract 01503240001
Update period 10 mins
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v' Update Period: Set update period of DDNS server and terminal AC-F100.

v" See IP: See terminal's IP address and port number.

v" Host name & contract number: Enter the desired host name and press
save to receive a contract number from DDNS server. If you change the
host name, the existing DDNS information will be deleted. To use same
DDNS host name when changing the terminal, disable DDNS use from
the current terminal and enter same host name and contractor number
on the new terminal within 2 weeks. (IF you set one host name on two

terminals, there could be restriction on DDNS service use.)
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4.10 Automatic Terminal Logout

When the user enters terminal menu and the communication is unstable or
communication with AC-F100 is not done in 4 minutes, the connection to terminal is
automatically cut and the user is logged out. You can still move from tabs to tabs, and
view transfer, schedule information when you are logged out. For user, log, setting

information, last viewed data will be displayed.

No SIM ¥ 16:26 S

Do you want logout?

Ok Cancel

DO O O
EEN@aGI®.. O O
NN SN

Q6 e © O @ O O
O O O ™Gt R CI )
O O O O O OCOwemEae



Chapter 5 User Menu
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Normal User Menu

Normal users have authority to use log, schedule, end connection menus. Through

these functions, the user can view logs or schedules, or send relating records via e-mail.

@ To login as a normal user, select internal network or external network from the

intro menu.

NoSIM = & 14:07 T .

~L

Internal Network External Network

2 <
Wifi Setting
k|
@ ®

Information

-

@ Select the terminal to login on the terminal list, and enter the user's password.

NoSIM . @ 14:34 T
e Terminal
Terminal Serial
Terminal ID N e P

| 000000090 Smarti_90

N h‘l ) 192.168.1.50
8}
|
e \
K, /

1.For user login, keep the password field
empty, and press [connect] button and
perform user authentication on the
terminal.

2. For card & fingerprint admin, card

authentication must come before

fingerprint authentication.




® User menu as below will appear, and the user can select among the activated

menus.

)
e

No SIM 1= 16:28

Disconnect

Real time
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5.1 Log

The logged on user can view his/her access log history.

No SIM 1=

Real time

16:28

Setting

Trans

Push

O

Disconnect

sfer

No SIM 121 16:31 T m

&« Smarti_90

2015.03.30 _ 2015.03.30

@]
Mon Maon
Happening
Date time Name Result
03/30 16:31:10 Keyman Success
03/30 16:29:44 Keyman Success
03/30 16:18:30 Keyman Success
03/30 15:07:18 Keyman Success
03/30 16:01:10 Keyman Success

Select a certain log among searched logs, and you can view the saved image using

terminal camera at the time of authentication.

If you press [save] button on the top

right, the image will be saved on the smart phone.

16:31

Smarti_90

Transfer

2015.03.30 2015.03.30
Man Mon
Happening
Date i Name Result
03/30 16:31:10 Keyman Success
I 03/30 16:29:44 Keyman m Success I
]
03/30 16:18:30 Keyman% cces:
03/30 15:07:18 Keymal
03/30 16:01:10 Keyman Success

B

Log

No SIM = 16:31
Log

Keyman

| Save |

)
W
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Exporting Logs

@ To transfer logs via e-mail, refer to [Chapter 1 smart phone environment setting-e-

mail setting], add account, and press [e-mail] button.

No SIM T=1 16:31 T

2015.03.30 _  2015.03.30

Mon Mon
Happening
Date i Name Result
03/30 16:31:10 Keyman Success
03/30 16:29:44 Keyman Success
03/30 16:18:30 Keyman Success
03/30 15:07:18 Keyman Success
03/30 16:01:10 Keyman Success

Setting  Transfer

@ Enter e-mail address of the log recipient, and then press [send] on the top right

to perform log export.

No SIM 7= 16:32 = CH

Cancel Compose I Sendl

Subject:[iUnis] Log File (20150330~ ¢

log_20150...150330.csv log_201503..150330.dat ~_
768 9058

Log Fild

Send from my vivo

log_date.csv : Log data file for excel

log_date.dat : Remote Manager's log file merging data



5.2 Schedule

Normal user can login to the terminal and synchronize his/her schedule records.

Importing schedule records

@ Select [Schedule] me

@ Select search period and press

the application. (Search period

settings).

U on admin menu and move to sc

No SIM 1%l 16:28 = @

Setting

Disconnect

edule screen.

No SIM =1 16:32 T m

Smarti_90

2015.03.30 Mon

Date Name Atlendance  Leave
Lateness Early=out Overtime Work
03/30 R-Index 16:07 16:18
05:07 01:42 e 01:11
03/30 Keyman 15:07 16:18
056:07 01:42 i 01:11

[sync] button to save registered schedule record on

setting can be changed on intro menu-schedule-
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® By using [e-mail] button on top right, you can export schedule records via e-mail.
To send e-mails, mail accounts must be registered on smart phone. For more

information, refer to [Chapter 1 Smart phone environment setting-mail setting].

2015.03.30 Mon

Date Name Attendance Leave
Lateness Early—out Overtime Work
03/30 R-Index 16:07 16:18
05:07 01:42 i 01:11
03/30 Keyman 16:07 16:18
05:07 01:42 I 01:11

B

Setting Transfer Log

v'[Date] : Indicates the date.

v'[Name] : Indicates the name.
v'[In] : Indicates the time of coming to work.
v'[Out] : Indicates the time of leaving the work.
v [Tardy] : Indicates the difference between the actual coming to work time and the
coming to work time set on [Intro menu- Schedules-Settings] menu.
Ex) If the set coming time is 09:00 and the actual coming time is 09:08, the field will
show 00:08.
v'[Early Leave] : Indicates the difference between the actual leaving time and set
leaving time on [Intro menu- Schedules-Settings] menu.
Ex) If the set leaving time is 18:00 and the actual leaving time is 17:45, the field will
show 00:15.
v [Extended] : Indicates the difference between the actual leaving time and set leaving
time on [Intro menu- Schedules-Settings] menu. Lunch or dinner time is excluded.
Ex) If the set leaving time is 18:00 and the actual leaving time is 18:05, the field will
show 00:05
v [Duty]: Indicates the difference between actual coming time and leaving time.
Lunch or dinner time is excluded.
Ex) If the actual coming time is 09:00 and the leaving time is 18:00, the field will
show time excluding lunch or dinner time set on [Intro menu- Schedules-

Settings] menu.
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5.3 End Connection

To end connection to i-UNIS, press [end connection] on the menu and logout.

No SIM = 16:28

1t

Setting

2

Transfer

eee)

Push

No SIM |

16:33

Do you want logout?

Ok Cancel

)]
i
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Terminal Management
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Managing Terminal

Most updated firmware of AC-F100 terminal can be downloaded quickly and

conveniently on i-UNIS application.

6.1 Downloading Firmware

@ To download the most recent firmware onto your smart phone, press [Info]

menu on the intro menu

No SIM = (2 14:07

Internal Network

2

A
®
\‘
sh

T&
Pu:

External Network

Wifi Setting

®

Information

Press [download firmware] on the bottom to download most recent firmware

onto your smart phone.

firmware type.

notifications, download on firmware type.

The letters that go into firmware input field are the

NoSIM 16:33

(—-— Information

Curren

No SIM =1

16:33

Firmware download

firmware

Application download

Date : 2015.03.09

Firmware download

Basic firmware type is firmware, and if there are no special
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6.1 Firmware Upgrades

This is the function to reflect firmware file save on the smart phone to each terminal.

@ Select internal network or external network on intro menu.

NoSIM = 4 14:07 T |

~NL

Internal Network External Network

2

Wifi Setting

® o

Information

® Select terminal to upgrade on the terminal list and login.

@ Select [Admin menu-Settings] and press [Firmware Upgrade] button to start

firmware upgrade.

)
o

No SIM 1= 16:42

& Smarti_90

I (

Language English
LFD Level Off
Fixed IP On/

Off

Upgrade
o [0 I I I
Do you want to upgrade firmy

(It takes minutes.)
Subnet mask eSS 255 255

- |
oo, I K I

Firmware
version

Firmware upgrade

Smart-i 10.51.02-000.06/NFCEK~-V3.00/0.

-
B~
Log

TaA

Setting
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@ If firmware file does not exist, the message will display ‘'no firmware file! You
can download firmware files on intro menu-information. If the upgrade is
successful, connection to the terminal will be cut and the screen will move to

terminal search screen.
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6.3 Downloading i-UNIS Application

Function to download most recent i-UNIS application.
Press application download button on intro menu-information screen to automatically

move to application download page (www.virditech.com/iunis). Select [iPhone App]

and install the most recent application.

No SIM = 16:33 T (=

é Information & com.union.iuins U

Did you mean: communion.ruins

Apps 4

1.i-UNIS
UNIONCOMMUNITY Co., Ltd
ok ok

Current version

Application download

Uale : ZU10.U3.uY

INSTALLED

Firmware download
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http://www.virditech.com/iunis

Appendix 1. Setting Port Forwarding

When using external network, you have set port forwarding on router settings. Input

gateway address on the internet browser to move to router settings. (Basic 192.168.0.1)

@00 EFM Networks ipTIME N80OD4R P A

e ol el

ipl IME n8004R

||

N

= A7okgAt f4dobyat

T IP-A4HE -211.172.235.62
m Version 8.40
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Access port forward settings in management tools. Enter the IP and port (198XX: XX are

the last two digits on IP address) set on terminal settings and add.

EFM Networks ipTIME N8004R

i
| |»[]| 4] '8 192.168.0.1/cgi-bin/timepro.cgi?tmenu=main_frame&smenu=main_frame ¢ | ;Q;
&3 [ & 4o/ Google Apple Korea GoogleZ|T YouTube 7|3 FAv 2Z|AOE~ oo|E¥ JuU2« +
HH = [n
ipH IMENso04Rr (=
gl HE £
[y oiwEz] G xExy= 43
Il dd —
m Mg oot Ay HolE g|~E [ Argxige 4| &S

clejsl o 4
E 24GHz 24 /20 T IPFL
[3 5GHz 41 /= et

192 |.[188 .o || |
)37 HEF PCo P 42 A43(192.166.0.205)

[ Eolof gasol= Z2EeE (tcp 3] oR=E - weze [ -] |
B CH6077S] 7H0 45 JFs g, = ==
- g 73 4
+ [ HEM2 Bel HEBUSS FMert EEUCh
+ ['5y 24CHz $443 B2l 20|5E FAsAIY, Y FHE FHY + UsUch
+ [y 56Hz 2442 22| o= Ca
- s NA (=% 308 uwme Z2  guze Wy ze L&
= O &2 O
= w e 1 [Q smarti_55 192.168.0.55 tcp 196855-19855 19855-19655 O
== 2 smarti_56 1892.168.0.56 tcp 19856-19856 19856-19656 )
[ =esals 4% o -
[l 2lEls 4 . - - =
[ 29 Hol s za) 3 & smarti_57 192.168.0.57 top 19857-19857 19857-19857 O
+a ol 7| == 4 [Q smarti_58 192.166.0.58 fcp 19856-19656 198568-19656 O
+ g 53715
+ iz ET e
o L AlE Bl

HE NE 32 8B% AME s
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Appendix 2. Using Fixed IP on the Terminal

If there is a HUB between terminal-AP or AP-smart phone, set fixed IP with AP’s

internal IP.

UNIS Server

HUV HUB

® AC-F100 i—Unis

AC-F100 Terminal IP Settings

To set the terminal to use fixed IP move the [Able Fixed IP] on the bottom of

settings menu to right to able it.

No SIM =1 16:42

& Smarti_90

)
u

Language English

LFD Level Off

Fixed IP On/
Off

Gateway

Firmware

. Smart-i 10.51.02-000.06/NFCBK-V3.00/0.
version

Firmware upgrade

a # 7T B
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Enter IP SubnetMask, and Gateway information received from the network

administrator, and press [save] button on the top right to save.

No SIM 16:42 T =
Compl
ete
Language English
LFD Level Off
Fixed IP (
Off
IP Addres 192 168 1 50
Subnet maglk 255 255 255 0
Gateway 192 168 1 1
Firmwar
versior
Firmware upgrade
2 T B A
User Transfer Log T&A

Settings Smart Phone Fixed IP

On the settings application, go into Wi-Fi menu, enter received IP SubnetMask,
Gateway, and DNS and save.

192.168.0.8

AolEg0|

192.168.0.1
ASD

WIEI3 4Rt Zo|
24

HEHT 85 ¢ DNST

UIE I X3 ot &t

e =l

168.126.63.1
DNS2
168.126.63.2

Initial AP name: unisSvrAP

Password: 1234567890 [WPAPSK_AES/Shared Mode]
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Appendix 3. Connecting with UNIS Server

[Connecting with UNIS-Remote Manager]
To connect AC-F100 to the UNIS server, enter [server IP] and [server port] on the

settings menu as the same as the IP and port number of UNIS server.

No SIM 11 16:50 T m
&« Smarti_90
Server IP 192 168 1 12
Server port 9870
Beep volume Medium
Access
password
LED On/off Off
T&A voice On/ .
off Disabled
Voice volume Off
Language English
LFD Level Off
a [ &% 7
Setting Transfer

On the terminal management tab, press ‘add terminal’ button to add terminal. Set ID

same as the terminal ID of AC-F100, enter a name, and add.
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L]

Tools

System

Data Management

Remote Manager [Logon 0000 : Master Admin] [Last Logon Time : 2015-03-30 15:37:52](CONNECT:003)

Other  Help

elzame a UINIS Bl Terminal Informatiol
ReakTime Monitaring ; F—— : 5
| input 1D or e Modify terminal's information - I—MSE‘ Cotamn
Teminal Management AN ————
C [} Bacio Informat Enter Zone Exit Zone
asic Information
]| Add Terminal O 0o
a5 O aed| | .o Function
[l Meal School
(73 Delte Temina H Mame ome O .
Upgrade Fimware Jnstell Type Ainli Pass Back.
tosion || EnezZes
@ Setup Options
[ Assin Adnivs Reg. Date 2015/03/30 15.38:06 =] [] Soft Passback.
Daar Qverride | Allow sll functions v
02| Download customized fle
= Toee
[ Time Zone | (UTC+09.00) Seoul v
2015/03/30 1817:08
Assign Teminal Adwiristiator
Unassigned Admin Assigned Admin
dmin ID Name Admin ID Name
- < > < >
User Managemert :
Vishor Management : Madiv 1] s
Blacklist Liser Management
Aecess Control Management
=l | < >
Site Map Manitering E

You can check the status of added AC-F100 on the monitoring tab, and you can also

perform some simple controls while you are connected.

@ Remote Manager [Logaon 0000 : Master Admin] [Last Logon Time : 2015-03-30 15:37:521(CONNECT:003) -
i System  DataManagement Tools Other Help
e il Real-time Monitori
Reat Time Monitaring
Remate Manager ication Log List Reset Column
E Clear all items of list Client ID Adrin 1D |P dddress T Terminal User 1D Name EmpNo. Access Group Class
Q 0003 0000 : Master Admin 192168112
>
Teiminal Status
Speed Teminal Name Status P
0001 AC7000 Caver
0 a0 Caver
o2 AC2100 Discannect
< >
Event List
Time Terminal ID Terminal Mame Partition Account Class ~
2050330181713 0oso smart_30 Terminal State
- EL 2503-3018:17.03 0030 smart_30 Door State
Terminal Management B 2M503-3018:17.03 0oso smart_30 Terminal State
F 503-301816:17 0030 smart_30 Terminal State
User Management f
- 21503-3018:11.38 0oso smart_30 Terminal State
Wisitar Management B EL 2050330181127 0030 smart_30 Door State
Blacklist Llser Management F 2050330181127 0oso smart_30 Terminal State
2 05-03-3018:10:46 0030 smart_30 Terminal State
Access Control Management i 0503-3018:10:28 0oso smart_30 Terminal State
g F 2ms0330181008 0030 smart 90 Door State 4
Site: Map Monitoring i >l e >

[Merging log files on UNIS-Remote Manager]

To merge log files received by e-mail to the UNIS server, click log file merge on the

data management menu.
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o

Systen | Date Management| Tools  Other Help

Log Management

Data Query

Search User

@ Cle Company Information
Holiday Management

edrein Authority Maragemert
i Pass Back Configuration

Setnecessity field

Import Users From File

Impart Log Frarn File

Create Log file

Remote Manager [Logon 0000 : Master Admin] [Last Logon Time : 2015-03-30 15:37.52](CONNECT.003}

12 Monitoring

Merge Lag file

Temninal Management

User Management

Visitor Management
Blacklist Liser Management
Access Contiol Management

— = .

Find the saved log file (.dat), and press merge to merge to UNIS server.

(0}

System Tools  Other

Data Management

Help

welcome to LINIS

Remate Manager [Logon 0000 : Master Admin] [Last Logon Time @ 2015-03-30 15:37:52){CONNECT:003)

Loglist Rleset Cahrn
ool [PEEEESD Time Teminal UserID Name Emp No. Access Group Class
00 : Master Admin 192168112
< >
Teminal Status
Terminal Hame Status P
0001 AC7000 Cover 18
0030 smart_30 Cover 192)
0102 4C2100 Dissonnest
< >
Event List
Tie Teminal ID TeminslName ~ Partlion  Assount Class A
1 20150330 181713 0090 smar_90 Tertingl State
H 2015033018170 o0s0 smart_90 Door State
] 20150330 1817.03 0090 smar_90 Tertingl State
B 20150330 181617 0090 smar_90 Tertingl State
120150330 18:11:38 0030 smar_30 Tertingl State
H 20150330 181127 0030 sma_30 Diowr State
120150330 18:11:27 0030 smar_30 Tertingl State
120150330 1810:45 0030 smar_30 Tertingl State
120150330 1810:28 0030 smar_30 Tertingl State
= A 20150330 18108 0030 smant 30 Door State v

Real-time Monitorin

ReatTime Moritaring
Remate Manager Buthentication Lo List Reset Column
Q Clear allitems of fist CientlD AdminID P Address Tme Tomivel et D Moo EmpHo hovess Graup Class
L0003 D00D: Master Admin 192168112
@ Cpen E
61 m
Mame Size tern type Date modified  »
€
Temina Status W etwork
1. AC2100 firmmasr File folder 107172014 11
Speed Teminal Name )} pebygged versi.. File folder 1/20/20151
000 AC7000 | Easylnstallation_ File falder 7/21/2014 8.0,
0090 smart S0 )} |jiSv3.2,8.1_5t, File folder 1722720151
WI024E2100 [ [T7105 20150330-20.. SKB  DAT File 3/30/2015 6:3.., \V
Filename: [log_20150330 207150330 dat D open |
Files of type: | Data fles [*cal] v | concel |
[] Open as read-only
I~ >
Evert List
Time Teminal D TeminalName  Pation  Acoount Class A
120150330 181713 0030 smar_90 Termingl State
: H amsosa01s1703 o030 smart_90 Door State
Teminal Management ; 0150330 181703 o030 smart_90 Teminal State
20150330 18:16:17 0030 smarl_80 Teminal Statz
User Management
0150330 18:711:38 0030 smar_30 Teminal Statz
Visitr Managemnent B emsoaz0ig11z 0030 smart_30 Doar State
T : 0150330 187127 0030 smart_30 Teminal Statz
:lg ' 0150330 18:10:45 0030 smart_30 Teminal State
Access Contl banagement B 2015:03:30 18:12:28 o030 sman_30 Termingl State
e i .|| R 2mis 0330181018 003 smant 30 Door State ¥
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Appendix 4. FAQ

Q1. When admin login is impossible
Al. " If the message displays ‘Only one administrator is allowed per terminal’
- Another administrator might be logged into the terminal from another smart

phone. Try again later.

No SIM = 17:05 T

Administration log is available for only
one person.

Ok

A2. The message displays unauthorized user
- Wrong admin password. Confirm the password and re-enter the correct
password.

Q2. . When remote access to terminal management menu is impossible

A. If DDNS is disabled on the terminal you are trying to access, remote access is

blocked. Go to terminal admin menu-DDNS menu and able DDNS.
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Q3. When terminal access from remote place is impossible
Al. Wrong IP used on fixed IP setting or overlapping IP used. If the gateway is
192.168.0.1, only IP address of 192.168.0.50-59 can access with external network.

A2. Wrong port forwarding. You have to set port forwarding rightly on the AP(IP router)
with the fixed IP address set on the terminal. Port must be set to 198XX(XX value is

last two digits of IP address). ex) IP : 192.168.0.53 Port : 19853

A3. If the update period set on DDNS is too long, and your IP address has been re-

assigned right after update, you cannot connect for the time of update period

A4. Router security settings might block the connection. If the router blocks certain

port or only allows certain IP, external access might be not possible.

A5. If you are using network in a company, certain ports might be blocked by the

company. In this case, inquire the network administrator.
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